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ISSA MEDICAL GROUP 

                                     Main Site:        Issa Medical Centre 

Branch Sites: The Surgery and Beech Drive 

 
PRIVACY IMPACT ASSESSMENT 

 

Data Processing changes to EMIS Web GP Practices 

 

 
Privacy impact assessments (PIAs) are tools which can help organisations identify the best (and most effective) methods to stay compliant 
with data protection obligations, and to ensure they can protect individuals’ privacy.   
 
The practice’s designated Data Controller must carry out PIAs where the type of data processing is likely to result in an elevated risk of 
affecting the privacy, rights and freedoms of individuals. They can be used when starting a new project, implementing a new process, or 
making changes to a process. 
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QUESTION RESPONSE 

Will this project/system/process/change 
contain any person identifiable data?   

If the answer is NO, then a Privacy Impact 
Assessment is not required.  

  YES  Staff  Other  

If other, please specify;  

The purpose for the collection of data  
 A data processor acting on our behalf, EMIS Health, is changing certain technical aspects of the way in 

which it delivers services to us (see https://www.emisnug.org.uk/blog/next-generation-emis-x-
announced), and as part of this transition it will be moving the data which it hosts on our behalf from its 

own data centre to a third party data centre, which is owned and operated by Amazon Web Services 
(AWS).  

 
Delivery of the services is subject to the terms of the GP Systems of Choice Framework (GPSOC) which is 
managed by NHS Digital on behalf of the Secretary of State for Health. 
 
The exercise will involve a change to the manner in which data is being processed on our behalf. Although 
this change does not introduce processing that is likely to result in a high risk to individuals (which would 
necessitate the undertaking of a DPIA), given that the data includes special category data we nevertheless 
feel that it is appropriate that we undertake a review 
 
 

 

Does the new this project / system / process / 
change include security to protect privacy of 
data? 

 
 As detailed above, the data (which includes special category data (i.e. health data) which is collected via 
the processor’s clinical IT system and which forms the patient’s medical record) will be stored in a third 
party data centre (which will act on the instructions of EMIS Health, who in turn will act in accordance with 
instructions received from (or on behalf of) ourselves as the relevant controller pursuant to our call off 
contract under the GPSOC framework or as otherwise documented).  
 
Aside from the manner in which the data is being hosted, we have not identified, as part of this change, 
any material change to the manner in which the data is being processed (in terms of data sharing and/or 
use). 
  

With regard to questions of security we are aware that the National Cyber Security Centre has issued guidance on 
cloud security - https://www.ncsc.gov.uk/collection/cloud-security and we understand that the relevant service provider 
in this instance (AWS) operates at the very highest levels of security (details of which are set out at 
https://aws.amazon.com/security/).  
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What data information will be held on the 
system(s)? 

Tick all that apply 

Sensitive Personal 

Name  ® Next of Kin   Sex   Medical 
History 

  

Address   Hospital No.   Religio
n 

  Treatment   

Postcode   NHS No.   Occup
ation 

 Ethnicity   

DOB   Nat Ins no.   Diagno
sis 

  Staff data   

Sex   Consultant   Other 

 GP    

Other 

Will this project / system / process / change 
collect any new personal data that has not been 
collected before? 

 NO 
 YES 

If YES, please provide details of the data being collected:  

 

 

 

  

 

QUESTION RESPONSE 

What checks have been made regarding the 
reasons for collecting the data? 

 
 Delivery of the services is subject to the terms of the GP Systems of Choice Framework (GPSOC) 

which is managed by NHS Digital on behalf of the Secretary of State for Health.  
 

Does this project / system / process / change 
involve new or adapted data collection 
protocols that do not clarify the reasons or 
methods of collection? 

 
 The data (which includes special category data (i.e. health data) which is collected via the processor’s 

clinical IT system and which forms the patient’s medical record) will be stored in a third party data centre 
(which will act on the instructions of EMIS Health, who in turn will act in accordance with instructions 
received from (or on behalf of) ourselves as the relevant controller pursuant to our call off contract under 
the GPSOC framework or as otherwise documented  

 
 The scope of the data processing is as detailed in the relevant GP Systems of Choice contract (and 
related call off contract (and deed of undertaking)) or as otherwise agreed in writing between EMIS 
Health and ourselves.  
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As noted above, aside from the hosting element the manner in which the data is being used or 
otherwise processed will not materially change as a result of this change.  

 
 the move to a third party cloud environment is seen as beneficial for a number of reasons for us as a controller (in 
terms of improved availability, resilience and service in respect of the services being delivered to us by the processor) 
and in respect of the patients (in terms security, integrity and availability of their data).  

 

Is the third party contract/supplier of the 
system registered with the Information 
Commissioner?  

Yes 

Has the 3rd Party supplier completed and IG 
Toolkit? 

 

Does the contract with the 3 rd Party contain all 
the necessary IG clauses (including DPA and 
FoI)? 

Yes 

Does this project / system / process / change 
comply with privacy laws? 

Yes. 

Who will be providing the information? Emis / Amazon Web Services 

Do you need consent from the above to enable 
you to lawfully process person identifiable 
data? 

If so, how will you obtain consent? 

The lawful basis for processing (a mixture of consent, explicit consent, fulfilling public duties and providing 
direct healthcare) the patient records does not change as a result of this proposed change, the only 
difference is a technical one in terms of how the services is being delivered by the relevant processor (i.e. 
EMIS Health).  

 

 
 
 
Have individuals been informed of and given 
consent to processing their data? 

The lawful basis for processing (a mixture of consent, explicit consent, fulfilling public duties and providing direct 
healthcare) the patient records does not change as a result of this proposed change, the only difference is a technical 
one in terms of how the services is being delivered by the relevant processor (i.e. EMIS Health).  

We have in place a privacy notice <add in link or attach copy> which refers to the use of third 

party processors/service providers, which would include EMIS Health.  

 

How will you keep the information current and 
up to date? 

N/a 
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Who will have access to the data? Emis / Amazon Web Services  

Will there be an audit trail in place for this 
project / system / process / change?  

N/a 

What assessment has been done to ensure 
processing sensitive data will not cause harm or 
damage to the individuals concerned? 

The GPSoC services are provided pursuant to a framework agreement as between NHS Digital and EMIS Health (with 
services then being purchased at a CCG level on our behalf as a service recipient).  
Under the terms of the GPSoC framework, NHS Digital essentially acts for and on our behalf in terms of approving the 
appointment of processors to the framework and, once they are appointed, the use of any sub-contractors (and so sub-
processors). We understand that EMIS Health has engaged with NHS Digital in order to secure a variation to the 
framework agreement to provide for the appointment of AWS as an approved material sub-contractor.  
EMIS Health has notified the relevant GP practices, including ourselves, so that we have an opportunity to raise any 
concerns with regard to the proposed change but as this change is a universal technical/operational change it is more 
appropriate for such matters to take place at a framework level (which is why the GPSOC Framework Agreement is 
structured as it is).  

 

  

  

Will this information be shared with anyone 
else? Will it involve more than one 
organisation? 

 
 This DPIA distinguishes between: (i) the day to day processing undertaken (by us as a controller and 
EMIS Health as a processor acting on our behalf (and which will not change and so is not covered in 
detail)); and (ii) the change to the manner in which the data is being hosted by or on behalf of the 
processor (and which is the focus of this DPIA).  
We are aware that cloud computing is an established technology and the adoption of which is something 
which is being driven within the public sector – https://www.gov.uk/guidance/use-cloud-first  
The use of cloud computing has been recognised by the Government as being beneficial because:  

sts;  
 

 

 
pricing models are scaleable - instead of building for the maximum usage you buy for less usage and 
increase or decrease as appropriate;  

to meet the Greening Government Commitments - cloud facilities typically try to use 
server space and power in the most efficient way possible;  

 
king sure the service has good availability for users.  

 
In terms of issues of public concern, we understand that individuals may have an issue with their medical 
record being held by a commercial organisation but, the fact is that the relevant patient records are already 
being held by third party commercial organisations (either EMIS or one of the other primary system 
suppliers under GPSoC (or by sub-processors acting on their behalf)) and the only real change here is the 
identity of the third party (i.e. the data is moving from a processor to a sub-processor).  
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With regard to questions of security we are aware that the National Cyber Security Centre has issued 
guidance on cloud security - https://www.ncsc.gov.uk/collection/cloud-security and we understand that the 
relevant service provider in this instance (AWS) operates at the very highest levels of security (details of 
which are set out at https://aws.amazon.com/security/).  

 

 

 

 

Where will the information be stored or 
accessed in the practice? 

Tick or state in ‘Other’ section  

On Paper  Database saved on 
network drive 

 Website  Dedicated IT System 
(Secured) 

  

Other (Please state)  

How will the information be transported? NHS Mail  3
rd

 Party Email  Website  Fax  

Telephone  Courier  Hand delivered  Post (internal)  

Post (External)  Other: Amazon Web Services 

Are there safeguards and/or procedures in 
place to recover data which may be damaged 
through the following; 

Human Error YES  NO  Cyber-attack / Virus YES  NO  

Network failure YES  NO  Theft YES  NO  

Fire/water damage YES  NO  Other damage YES  NO  

Describe the source of 
risk and nature of 
potential impact on 
individuals. Include 
associated compliance 
and corporate risks as 
necessary  

Likelihood of harm 
(Remote, possible or 
probable)  

Severity of harm 
(Minimal, significant or 
severe)  

Overall risk (Low, 
medium or high)  

Loss of data in the 
transfer of data to the 
sub-processor  

[Remote]  [Severe]  [Medium]  
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Misuse of data by the 
sub-processor  

[Remote]  [Severe]  [Medium]  

 

Do you have a continuity plan/contingency 

 for any unforeseen events? 

YES  
Risk  Options to reduce 

or eliminate risk  
Effect on risk  Residual Risk  Measure 

approved  
Loss of data in the 
transfer of data to 
the sub-processor  

We are informed 
that the data will 
be transferred in a 
very secure 
manner and in 
any event EMIS 
Health will retain a 
copy of the data in 
its current hosting 
centre unless or 
until there is 
evidence that all 
of the relevant 
data has been 
transferred.  

[Reduced]  [Low]  [ ]  

Misuse of data by 
the sub-processor  

We are informed 
that the way in 
which the AWS 
service operates 
means that there 
is no opportunity 
for AWS 
employees to 
access or view 
the data held 
within the EMIS 
Health allocated 
areas of the 
hosting service. 
The data will be 
encrypted both at 
rest and in transit 
and AWS will not 
have access to 
the encryption 
keys. See 
https://aws.amazo
n.com/security/ for 
further details).  
AWS already 
provides 
numerous 
services to 

[Reduced]  [Low]  [ ]  

NO  
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Governmental 
organisations 
(such as Crown 
Commercial 
Services and the 
Ministry of Justice 
(see - 
https://aws.amazo
n.com/solutions/c
ase-studies/uk-
moj/) who will 
have undertaken 
their own detailed 
assessments.  

 

 

Is there an Information Security Management 
process/policy in place? 

YES  
[From the information provided by EMIS Health, we are satisfied that the security; availability; integrity and 
confidentiality, of the patient data will improve as a result of the move to the AWS data service.  
As noted above, the ICO guidance states that a processor has the ability to decide certain technical 
aspects of the processing, including “how the data is stored”. This change does not affect the underlying 
processing and the manner in which the processing is controlled by the practice (either directly or indirectly 
via NHS Digital) and from the practice’s and patient’s perspective nothing will change as a result of this 
technical/background switch.]  
  

 

NO  

Will you be transferring any data outside the 
European Economic Area (EEA)? 

YES  
We are informed that the data will not be transferred overseas in connection with this 

change of service.  

 

 

 

NO   

Please describe the data being transferred to 
any non-EEA destination. 

 

 
 


